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1. Introduction

Kalki.io Edge (KIOE) is a protocol gateway software with capability to collect data from field
devices over many legacy and standard protocols and convert the data in to any other
desired protocols. KIOE AMI on AWS brings capability to collect field device data directly to
AWS and use other AWS services to process the data. It allows to provision KIOE on EC2

instances.

This document guides to use KIOE on EC2. Section 2 describes provisioning KIOE on AWS
EC2. Section 5 describes procedure to license KIOE.



2. KIOE AMI

This section will guide you to provision KIOE AMI on your account. KIOE AMI is available
here on AWS Marketplace

2.1 KIOE AMI Subscription

1. Subscribe to KIOE AMI by clicking on Continue to Subscribe. KIOE AMI is free for
evaluation however you may get charged for AWS resources like compute, storage

etc.
. Kalki.io Edge AMI | e |
|<<O I H I.l O By: ASE/ Kalkitech(®' Latest Version: 4.14.0_beta ‘ Save to List |
Edge Software to Monitor, Control and Translate protocols at the Edge, which covers 100% of all

Typical Total Price

Linux/Unix $0.012/hr

= Total pricing per instance for services
BYOL Free Tier hested on t2.micro in US East (N

Virginia). View Details

Utility Protocols and 80% of Industrial Protocols

Overview Pricing Usage Support Reviews

Product Overview

Kalkiio Edge (KIOE) is an edge software used in Industries, utilities to monitor,
control and translate data from field devices, sensors and OT systems such as High“ghtS
SCADA systems. This software is also used for integrating OT data with loT or

Cloud Platforms directly or through a data hub. + Tested with 5000+ type of OT & IT

devices/sensors/equipment/software
With coverage for 100% of Utility protocols and 80% of Industrial protocols, « Pre-integrated with AWS IoT Greegrass
KIOE simplifies acquisition of real-time and historic data from field devices such
as loT sensors, Meters, Transducers, PLCs, controllers, RTUs, IEDs, and many ® Helsiritegrating EdGE eV it SIoREore;

Kinesis, loT Site Wise directly
more.

KIOE models are classified depending upon the target application use case

2. Successful subscription will take you to Subscription page. Read and Accept EULA
for Kalki.ioEdge. Note:: It may take some time for subscription request to complete.

alkiio .
|<< Edge el B ge Al You must first review and accept terms.

< Product Detail Subscribe

Subscribe to this software

To create a subscription, review the pricing information and accept the terms for this software.

Terms and Conditions

ASE/ Kalkitech Offer

By subscribing to this software, you agree to the pricing terms and the seller's End User
License Agreement (EULA) (%", You also agree and acknowledge that AWS may share
information about this transaction (including your payment terms) with the respective
seller, reseller or underlying provider, as applicable, in accordance with the AWS Privacy

Notice . AWS will issue invoices and collect payments from you on behalf of the seller
through your AWS account. Your use of AWS services is subject to the AWS Customer
Agreement(#' or other agreement with AWS governing your use of such services.

The following table shows pricing information for the listed software components. You're charged separately for your use

of each component.


https://aws.amazon.com/marketplace/pp/prodview-k6easwrv2djwy

3. Select KIOE Version and Region of your choice. You can see corresponding
Monthly bill Estimation on right hand side. This Estimation is for t2.micro.Click on
Continue to Launch to move to next step.

Note: Estimation does not include KIOE license price.

K<O|éd||gg Kalki.io Edge AMI R

Configure

Configure this software P —

Choose a fulfillment option and software version to launch this software

Fulfillment option

64-bit (x86) Amazon Machine Image (AMI) A Software Pricing
Kalki.io Edge $0/hr
Software version AMI

4.14.0 (Feb 18, 2022) bl

g Infrastructure Pricing
Jire i ~
US East (N. Virginia) EC2: 1 * t2.micro
Monthly Estimate: $8.00/month
Use of Local Zones or Wavelength infrastructure deployment may alter your final pricing.

4, AWS provides two methods of launching new instance. Launch from Website and
Launch through EC2. Section 2.2 Explains provisioning KIOE AMI from Website.
Section 2.3 explains launch through EC2. If you are new to AWS and provisioning
an EC2 instance for the first time then it is recommended to use Launch From
Website.

2.2 KIOEAMI Provisioning from Website

1. Set Launch Action to Launch from Website.

KOHE%JQQ Kalki.io Edge AMI

Choose Action

; Choose this action to launch from this website
Launch from Website v

EC2 Instance Type

Biien G Memory: 1 GiB
tZ.micro CPU: 1 virtual core

Storage: EBS storage only

Network Performance: Low to Moderate
LT L T o DS W SO,



2. This will bring several settings on the same page regarding KIOE AMI launch
configuration.

3. Select VPC for launch. This VPC should have at least one subnet with public access.
Note: If you have not yet created any VPC in your account then default VPC will
have subnets with public network access. This VPC can be selected for KIOE.

4. Select public subnet of your VPC.
Note:If you are using default VPC then all subnets are pubilic.

(ngc'j-'gg Kalki.io Edge AMI

VPC Settings

* indicates a default vpc

Q

vpc-02115a78 v

Create a VPCin EC2(

Subnet Settings

IPv4 CIDR block: 172.31.80.0/20

0

subnet-dee0dab0 (us-east-1c) v

Select a subnet

subnet-4ee0da60 (us-east-1c)

subnet-8107c8cc (us-east-1d)
subnet-2020d12e (us-east-1f)
subnet-7b3d021c (us-east-1hb)
subnet-90ecd4cc (us-east-1a)

subnet-f3afeccd (us-east-1e)
JELUTILY UIrUup JeLumnmys

5. KIOE AMIs security group must allow access to SSH TCP port(22) and KIOE
Configuration TCP Port (1081). You can select your existing Security Group which
allows these inbound connections by selecting one of available Security Group from
Drop down in Select Security Group. You can create a new Security Group with
above mentioned TCP ports open for inbound TCP connection by clicking on Create
New Based on Seller Settings.

Security Group Settings

A security group acts as a firewall that controls the traffic allowed to reach one or more instances. You can create a new
security group based on seller-recommended settings or choose one of your existing groups. Learn more

Select a security group v =

Create New Based On Seller Settings

This will bring a prompt to create Security Group. Fill Security Group Name and
Description and click on save to create Security Group.



Security Group Settings

A security group acts as a firewall that controls the traffic allowed to reach ene or more instances. You can create a new

security group based on seller-recommended settings or choose one of your existing groups. Learn more

Create new based on seller settings

A new security group will be generated by AWS Marketplace. It is based on recommended settings for SyncConenct AMI
version V4.5.0.

Name your security Group
SyncConnect_SG
Description

Security group for SyncConnect Instance

Connection Method Protocol Port Range Source (I or Group)
tcp 1081 Anywherel~ | | 0.0.0.0/0
SS5H tcp 22 Anywhere|~| 0.0.0.0/0

Rules with source of 0.0.0.0/0 allows all IP addresses to access your instance. We recommend limiting access to only

6. Select SSH key pair to be used for logging in to your EC2 instance. You can either
select existing SSH key or create a new key.

_ known IP addresses.

Key Pair Settings

To ensure that no other person has access to your software, the software installs on an EC2 instance with an EC2 key pair

that you created.

Select a key pair > 1=

Create a key pair in EC2 [
(Ensure you are in the region you wish to launch your software)

If you do not have existing key then create new key pair by clicking on Create New
Key Pair in EC2 link. This will take you to following page as shown below. Click on
create new SSH key. Give suitable name to your key and click on create. This will
prompt to save key file. Save this file on your local machine.



7.

8.

a‘_\{\_frsl Services v Resource Groups ~ *

Bundle Tasks o
(1 0GRS Import Key Pair

« || Q Fitter

Volumes

Snapshots Key pair name ~  Fingerprint b

Lifecycle Manager

Security Groups
Elastic IPs
Placement Groups
Key Pairs

Network Interfaces

Switch back to launch settings in AWS Marketplace launch page. Click on refresh
button next to Select Key pair drop down. You should find your newly created key in
dropdown.

Key Pair Settings

To ensure that no other person has access to your software, the software installs on an EC2 instance with an EC2 key pair

that you created.

~u
wr

SyncConnect_ssh_key [

Create a key pair in EC2 (£
(Ensure you are in the region you wish to launch your software)

Click on Launch button to launch the KIOE AMI. You should see similar window
stating successful launch

Congratulations! An instance of this software is successfully deployed on EC2!

AMI ID: ami-002fa3f9897b5abff (View Launch Configuration Details)
You can view this instance on EC2 Console. You can also view all instances on Your Software. Software and AWS hourly

usage fees apply when the instance is running and will appear on your monthly bill.

You can launch this configuration again below or go to the configuration page to start a new one.

It will take couple of minutes for KIOE AMI to be provisioned. You can find your
instance information in Services -> EC2 -> Running Instances. Now you should go to
Section 2.4 and validate KIOE AMI installation.



2.3 KIOE AMI Provisioning from EC2 console

It is assumed that you have already subscribed to KIOE AMI. Refer Section 2.1 for
Subscription procedure. Follow these steps to install KIOE AMI through EC2 launch wizard

1. Select Launch through EC2 and click on Launch

KO%!J@S Kalki.io Edge AMI

< Preduct Detail Subscribe  Configure  Launch

Launch this software

Review the launch configuration details and follow the instructions to launch this software.

Configuration details

Fulfillment option 64-bit (x86) Amazon Machine Image (AMI)
Kalki.io Edge AMI

Software version 4.14.0

Region US East (N. Virginia)

Usage instructions

Choose Action

Choose this action to launch your configuration through the

Launch through EC2 Amazon EC2 console.

Launch

2. Select Instance type. It is recommended to use t2.micro for evaluation. You may
choose any of the allowed instance types. For more information on Instance type
selection refer Appendix A. Click on Next Configure Instance Details to move to
next step.

1. Choose AMI 2. Choose Instance Type 3. Configure Instance 4. Add Storage 5. Add Tags 6. Configure Security Group 7. Review

Step 2: Choose an Instance Type

7/ General purpose t2.nano '-' 0.5 EBS only
- General purpose S 1 1 EBS only
General purpose 12.small 1 2 EBS anly
General purpose t2.medium 2 4 EBS only
General purpose t2large 2 8 EBS only
General purpose t2.xlarge 4 16 EBS only
General purpose t2.2xlarge 8 32 EBS only



3. Select valid configuration for each entry. Make sure that KIOE AMI Instance have a
public IP and Networking configuration allows it to be accessed publicly. Click on
Add Storage to move to next step

Number of instances () |‘I | Launch into Auto Scaling Group | |

Purchasing option (i) Request Spot instances

Network (i)  [ypc-02115a78 (default) v] C Create new vPC
Subnet (j) | Mo preference (default subnet in any Availability Zone v| Create new subnet
Auto-assign PublicIP  (j | Use subnet setting (Enable) v|
Placement group (i [ Add instance to placement group

Capacity Reservation (j | Open | C Create new Capacity Reservation

1AM role (i) |None v| C Create new IAM role
Shutdown behavior () [Stop |
Enable termination protection () [ Protect against accidental termination
Monitoring () [JEnable CloudWatch detailed monitoring

Additional charges apply.

Tenancy (] | Shared - Run a shared hardware instance ~

Additional charges will apply for dedicated tenancy.

4. Select Storage for KIOE AMI. Default 8GB General Purpose SSD should be sufficient
for basic workloads. Click on Add Tags to move to next step

5. Add Tags as per your need. Click on Configure Security Group to move to next
step.

6. Select existing Security Group or create a new one. SSH TCP Port (22) and KIOE
Configuration TCP Port (1081) should be kept open for inbound connection. You can
create new Security Group or select Existing Security Group. Following Window
shows creation of new Security Group with required inbound connection.

1. Choose AMI 2. Choose Instance Type 3. Configure Instance 4. Add Storage 5. Add Tags 6. Configure Security Group 7. Review

Step 6: Configure Security Group

A security group is a set of firewall rules that control the traffic for your instance. On this page, you can add rules to allow specific traffic to reach your instance. For example, if
you want to set up a web server and allow Internet traffic to reach your instance, add rules that allow unrestricted access to the HTTP and HTTPS ports. You can create a new
security group or select from an existing one below. Learn more about Amazen EC2 security groups.

Assign a security group: ®Create a new security group

Oselect an existing security group

Security group name: ‘SymcConenc{ AMI-V4-5-0-AutogenByAWSMP-1 ‘
Description: ‘Thl‘s security group was generated by AWS Marketplace and is based on reccmm‘
Type (i Protocol (i Port Range (i) Source (i Description (i)
TCP [1081 | [custom ~|[0.0.0.0/0 | [e-g- SSH for Admin Deskic | o
SSH ~]  [tcp 22 [Custom  ~|[0.0.0.0/0 | [eg.SSHforAdminDeskiop |

Add Rule

7. Click on Review and Launch to move to move to next step. Here you can review the
launch configuration. If all configuration are as per required Click on Launch to
launch the EC2 instance. You will prompted for SSH key. You can either select
existing key or create a new key pair. Select your choice and Launch the instance.

8



2.4 Validating AMI Instance
These steps will help in validating whether KIOE AMI have been successfully provisioned
with required permissions.

1. EC2 Instance instantiation Check: Navigate to Services -> EC2, In EC2 dashboard and
open Running Instances. Select KIOE EC2 instance.

Resource Groups ~ * Ja M. Virginia ~  Support ~

Histol 1
. ‘ \ Group AZ
EC2
ECR {:@:{ Compute {S,K Robotics Analytics Business Applications
ECS EC2 . AWS RoboMaker Athena Alexa for Business
Console Home Lightsall 2 EMR Amazon Chime
i ECR CloudSearch WorkMail
ECS (&) ‘Customer Enablement Elasticsearch Service
Support EKS AN Kinesis -
Lambda Support Quicksight &7 [&E) End User Computing
Batch Managed Services Data Pipeline WorkSpaces
Elastic Beanstalk AWS Glue Appsteam2 0
Serverless Application Repository R AWS Lake Formation WorkDocs
sea Blockchain WorkLink
MSK
Amazon Managed Blockchain
Navigating to Running Instances
aW51 Services v Resource Groups * 0
— %
EC2 Dashboard A Resources C’
Events ) . o .
You are using the following Amazon EC2 resources in the US East (N. Virginia) region:
Tags <
I 1 Running Instances I ;| 0 Elastic IPs
Reports
. 0 Dedicated Hosts 1 Snapshots
Limits
2 Volumes 0 Load Balancers
SR RE 2 Key Pairs 4 Security Groups
Instances
0 Placement Groups
Launch Templates
Spot Requests x

Learn more about the latest in AWS Compute from AWS re:Invent by viewing the EC2 Videos (2
Reserved Instances

2. Here you will see a list of EC2 instances. Make Sure that instance State for KIOE is
Running and Status Checks have passed. if you have recently provisioned the KIOE AMI
then it may take couple of minutes for Status Checks to come as 2/2 Checks Passed.
This confirms successful instantiation of KIOE AMI. Note down Public IPv4 Address of
instance. This IP address will be used for configuring KIOE.

« | Q Fitter by tags and attributes or se eywo [2] 1to20f2
Name = | Instance ID = Instance Type ~ Availability Zone ~ Instance State ~ | Status Checks ~ § Alarm Status Public DNS (IPv4) >
[ i-038c30a80d1f919fe 2.micro us-east-1c @ running & 2/2 checks .. None “e  ec2-18-205-149-21.co...
<
Instance: | i-038c30a80d1f919fe  Public DNS: ec2-18-205-149-211.compute-1.amazonaws.com [l =g =]
Description Status Checks Monitoring Tags Usage Instructions
Instance ID  -038c30a80d1f919fe Public DNS (IPv4)  ec2-18-205-149-211.compute-

1.amazonaws.com

Instance state  running I IPvd PublicIP  18.205.149.211 I

Instance type  t2.micro IPv6 IPs
Elastic IPs Private DNS  ip-172-31-92-173.ec2.internal
Availability zone  us-east-1c Private IPs  172.31.92.173
Security groups  SyncConnect_SG. view inbound rules. view Secondary private IPs
outbound rules
Scheduled events  No scheduled events VPCID vpc-02115a78
AMIID  SyncConnect_V4.5_AMI-9c70fdf4-4ef3-4704- Subnet D subnet-4ee0dat0
b36f-9bef8671b9ba-

ami-0f520d906c627c0d2.4
(ami-002fa3fa897b5abff)
Platform - Network interfaces ~ ethO



3. Kalki.io Sign up and KIOE Licensing

Once KIOE AMl is provisioned you will require KIOE License to use KIOE.

Request on following link to get an evaluation license for KIOE. An account will be created
for you in kalki.io (us.kalki.io or in.kalki.io) and the login credentials will be sent to you via
email:

https://kalkitech.com/support/sales-support/kioelicense

NOTE: Add the message note as “Request for KIOE AMI license request’” when sending
the request. Usually it will take 1 business day to create an account.

3.1 Downloading SCT(Configuration Utility)

1. To obtain the SCT, login to your account in kalki.io (us.kalki.io or in.kalki.io) using
your username and password. You will see a log in prompt as shown below.

Kalkiio | E{émch

T T

4, Sign In

2 I - itech.com

Forgot password ?
Don't have a login? e R

2. Click on Resources then SCT as shown below

Kalki Products

Resources

Ol @ S

Kalki.io Edge Device Connect Kalkitech App Installer SyncConnect
Configuration Tool

[

Downloads Downloads Downloads Downloads

3. You will see a page as shown below. Select your Operating System, System
Architecture(64 Bit/ 32 Bit). A list of SCT set ups will come in lower half of page

10


https://us.kalki.io
https://in.kalki.io
https://us.kalki.io
https://in.kalki.io

Home  Dashboard ~ Setp  Inbox  Monitoring Resources

Kalkiio

£3 Software Info

Kalki Products » Software Info

S

Resources

Configuration Tool for SyncConnect
Downloads

Version: 4.10.0
Rating
Operating System

Windows 10 ~

Select Package Type

Select Package Type  |v

@ Available Versions

Version Name Description Release Type

support@kalkitech in
0 Downloads
Reviews (0)
Select CPU
64-Bit A
Select Release Type
released v

Action

Click on Download Action for SCT.

4. Install SCT on a Windows Machine. This machine will be used for configuring KIOE.

3.2 Downloading KIOE Device License

KIOE Licenses can be downloaded from the account in kalki.io. Follow these steps to

download KIOE Licenses.

1. Log in to your kalki.io account.
2. Go to Devices Section. You may need to expand the top bar.

Kalkiio

Home Dashboard Setup Help Resources

1

Subscriptions
Home Orders
MDAS
Mo Widgets Configured.
Device Data
MDM
y
Inbox

Menitoring

Reports

3. Goto SYNC (Manage Devices) Section as shown below

Home Dashboard Setup Help Resources Devices
Devices
Device Templates Devices Meters SYNC

Other Devices Device Groups Firmware And Configuration

11

Consumer Management



4. Select Kalki.io Edge

SYNC

Series

SI.No. Series

1 Kalki.io Edge

2 SyncConnect

ABDC v

Action

5. You will see a list of KIOE available in your account. Click on actions -> License &
Certificate -> Device License. Enter password for you certificate and save the license.
This password will be used later while installing licenses to device.

SYNC

Series ¥ Devices

[[] SlNo. Serial No.
1 1 2300005KA2112P00002
2 2300M01KA2109P00001
I 3 0200M01KA2109P00001
| 4 2300M01KA2108P00001
5 0200M01KA2108P00001
6 2300M01KA2107P00003
7 3000M01KA2107P00004

Device Name

2300005KA211
2P00002

2300MOTKA21
09P0O000T

0200M0OTKA21
09P00001

2300MOTKAZ21
08P0000T

0200M0TKA21
08P00001T

2300MOTKA21
07P00003

3000MOTKAZ21
07rP00N04

Model

KIOE
2300-M1

KIOE
2300-M1

KIOE 200-

M1

KIOE
2300-M1

KIOE 200-

M1

KIOE
2300-M1

KIOE
3000-M1

12

License
Type
Perpetual

Evaluation

Evaluation

ABDC ~

Connection

Creation Time Status State

Dec 20,2021 4:36:43  Offline

PM (+0530)
Sep 30,2021 2:14:56  Offline
PM (+0530)

Sep 6, 2021 12:18:18  Offline
PM (+0530)

Nats

Device License

provisioned =

provisioned =

PM (+053M)



3.3 Installing KIOE Licenses on to AMI

Once license files are downloaded from kalki.io, they can be installed in the KIOE host. This
section will explain how to install and verify KIOE licenses on AMI.

1. Launch SCT from start menu and Add KIOE device in the configuration as shown
below.

# SyncConnect Configurator o B
File View Configuration Settings Diagnostics Tools Preferences Help

BodHd - v o EeorEQyx U E3 e @ A

7% Configuration ‘ I—l

Devices
£ HE 8 Add Device to Project 2

= Devices KIOE Edge Gateway Software
~VGA
SyncConnect
£ SYNC
- SYNC2000
- SYNC2300

T -

ration

This will add KIOE device in left Pane's device tree. Select this device. Go to Device
License. Click on Install License to Device.

igSyncConnectCunﬁgurator o (=1 ER
File View Configuration Settings Diagnostics Tools Preferences Help
MoH U 2O E e EO D23 el ida|
=-8% Configuration GENERAL Device License Advanced Perpherals

Devices
551: KIOE
53] Protocol Configuration

<} Tag Operations
¥ Device Settings
L.z MNetwork Design

Install License to Device Install Kalkiio Connectivity License

13



Browse the license downloaded in Section 4.2.

Import Device License 1

License File [C\UsersWikash\DownloadsiCOM

Password :

Download from kalki.ic 3 Exit

You will see License information. Click on OK to move to next step. Following prompt will
appear for IP address of KIOE. Here provide IP address of KIOE host.

Install License naum
g Device 551 SYNCConnect-M1
g
IP Address | Use LANIP | T Public DNS (IPv4)  ec2-18-205-149-211 compute-
1 1.amazonaws.com
{ fPvapublicip 18205149211 |
1 Cancel IPv6 IPs
! Prass Dk Button o Install License i Private DNS  ip-172-31-92-173.ecZ.internal
Availability zone  us-east-1c Private IPs ~ 172.31.92.173
Security groups ~ SyncConnect_SG. view inbound rules. view Secondary private IPs

outbound rules

You should get following prompt. KIOE will restart after this operation. Wait for a minute and

move to next step.

Installation Successful

restart now.

Successfully Installed License for the Device Device/Application will

14
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This step verifies KIOE version. In SCT toolbar go to Settings -> Version Information.
Provide IP for KIOE host and press OK.

If you get version for software in Version Info tab, this confirms successful installation of
KIOE Licenses.

You can get more information about licensed protocols in License Info tab.

LicenseInfo VersionInfo  System Info.

| 4140-5p.5+2518

l 75ep 2021 19:07:28
1

Y 212018
4.14,0-5p.5+2447

| Sepien';ll:.rer 1,2021

15



Appendix A

KIOE linearly consumes more resources as number of tags in operation increase. Following
Sections provides Compute resources required for tag counts.

A.1 Tag count to EC2 Instance type

Following table gives tag count to instance type. It is recommended to use t2 instances for
most workloads. Same t3 instances can be used for workloads requiring high network
throughput.

Serial Tag Count Instance Type Instance Type (with
Number ICCP or IEC 61850)

1 0-500 t2.micro t2.small

2 500-1000 t2.small t2.medium

3 1000-2000 t2.medium t2.large

4 2000-5000 t2.large t2.xlarge

5 5000 - 10000 t2.xlarge t2.2xlarge

A.2 Tag count to ECS Memory and Process units
Following table gives CPU and RAM units required in ECS containers

Serial Tag Count CPU(Units) RAM(MB) ICCP and IEC 61850 tags
Number CPU(Units) RAM(MB)

1 0-500 512 512 1024 1024

2 500-1000 512 1536 1024 3048

3 1000-2000 1024 3048 2048 5120

4 2000-5000 2048 5120 3048 7168

5 5000 - 10000 3048 8192 4096 8192

16
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